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General Types of Beacon Community Program Initiatives
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Community Overview

A With the help of Beacon investments, HealthinfoNet(Ma i neds st atewi de HIE anc
includes medical information on more than 1.1 million patients, representing 76 percent of Maine residents

A The Central Indiana Beacon Community builds on the Indiana Health Information Exchange (IHIE), one of
the oldest and largest health information exchange organizations in the country.

A IHIE connects more than 90 entities, including hospitals, long-term care facilities, rehabilitation centers,
community health clinics, physicians, and other providers

A The Colorado Beacon Consortium focuses on improving the health of its population through two major
activities:
A Implementing health IT upgrades to enhance the identification of high health risk patients
A Training health care providers to use these new technologies in the course of delivering care.
A The Quality Health Network (QHN) platform, a health information exchange system is adding new data
sources, develop a regional data platform to aggregate and normalize data from disparate sources, and
deploy new high-value applications that foster community-wide interoperability

A Thecommunityods key strategies include
A Implementing a shared health IT solution for community-wide exchange of information
A Collecting data for population health management
A Connecting to state and national information sources.

A The Delta BLUES Beacon Community is fostering health information exchange through a paflitnership with
the state Mississippi Health Information Network (MSHIN)

A Under Beacon, Delta BLUES has connected four hospitals, 11 clinics representing more than 30 sites, and
four labs to MSHIN
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Beacon

Community Overview

A UsedHe a | t h BexistidggHéEdrdrastructure to create and deploy admission, transfer and discharge
(ADT) alerts

A 87 primary care practices and two post-acute providers have received more than 27,000 alerts from 21
participating hospitals.

A Created a robust health information exchange, MyHealth Access Network, to support community-wide
care coordination, patient engagement, and quality

A Focusedon devel oping dn gfitmf rseod turt i otnurte a c hCuerentCaré n
and practice EHR platform.

A Engaging 84 nursing homes across the state to become enroliment partners and users of CurrentCare by
providing stipends for the purchase of computer systems and offering best practices training around
patient enrollment and HIE

A Developing local HIE capabilities that will enable providers to access patient records across the
metropolitan area.

A As of July 2013, four hospital-based health systems and four medical groups are exchanging data. More
than 447,145 unique patients can have their medical records accessed in an emergency

A Implementing national IT standards to connect major health system partners and public health
departments in participating Beacon counties

A The Western New York Beacon Community is a partnership between a well-established regional HIE
platform (HEALTHeLINK) and a number of local provider stakeholders
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® Inplanningstage @ Operational

Sustainability Lack of Privacy Mandates Technical Competition Linking
fundin barriers

Source: Adlavlilstein, J., D.W. Bates, AlKa (2013). Operational health
information exchanges show substantial growth, btgdoniginding
remains a concern. Health Affairs. 8:12882.
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In creating its governance structure, the Tulsa Beacon Community found tha
a culture of collaboration first has been its bedrock.

Community members first convened to create a charter that committed all s
to participation in the planning process. Participants met to review materials
were brought up to speed on the HIE agenda. This ensured that each partic
from various committees had an understanding of the Beacon Community g
had the opportunity to provide input as part of the team.

Partitioning the work into subcommittees allowed groups to simultaneously ¢
majority of the heavy lifting and research to advise the full body on recommg
actions. These subgroups included finance, human resources, communicati
and quality, privacy and security, community engagement, technology, and &
participant council.

The full body of the board of directors (a more than 19 member board) was
composed to provide representation from a diverse group of stakeholders
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In San Diego, where several large hospital systems compete for me
share, the San Diego Beacon Community ultimately transitioned to
Independent, nonprofit entity, the San Diego Regional Healthcare
Information Exchangdhis enabledata sharing across competitive
boundaries and with independent health care providers.

The new organization has successfully partnered with major players
area, including Sharp Healthcare, Scripps Health, Kaiser Permane
Chil drends Primary Care Medi ca
University of California, and 13 of the 16 regional community clinics
according to Executive Director Dan Chavez.
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Establish a legal and policy
framework that enables the
electronic exchange of
health information while
protecting patients’ privacy.

L6 [O1 LA
REGULATORY CONTEXT FOR HI

FEDERAL AND

STATE LAWS

HIPAA and

Federal Privacy
and Security Laws

State Healthcare &
HIE Regulations

HITECH

Consent & Liability

Laws

State Contract Law

Other State and
Federal Laws

CORE LEGAL

AND POLICY TOPICS

Security and
Privacy Mechanisms

Participation,
Oversight, and
Accountability
Mechanisms

()

KEY POLICIES

AND AGREEMENTS

Consent Policy and
Patient Consents

Security Policy

Authorization and
Access Policy

Participation and Data
Use Agreements

Auditing and
Accountability Policy

Insurance
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Beacon
Community

Patient Consent Model and Policy

A Optin model of patient consend consent required prior to
any information sharing. One patient consent form applies
participating organizations.

Additional Operational Policies and Procedures

A Access control policy

A Breach notification policy

A Data use, retention and disclosure policy
A Grievance policy

A Sensitive data policy
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In Western New York, some hospitals requiredidaetor identification
and, as a result, authentication became one of the primary challenges
for HEALTHeLINtKke regional HIE. Authentication is, simply, a way

for an organization to confirm identification before allowing access to
an electronic system. The traditional method for authentication is a pas
associated with a user name. factor authentication means that a user
must also present some other proof, such as a biometric fingerprint or

In Western New York, several hospitals had a local policy that required
factor authentication for anyone accessing data in the electronic health
systemHEALTHeLIN&S a result, had to require twactor authentication fg
anyone accessing the patient data. While more secure, this also beca
burden for users who had to provide both factors of identification each
t hey wanted to vi edMEAGTHel AKimatelyt 0 s
transitioned to 1zhour authentication, thus mitigating the need for user
enter their credentials during the newly extended authentication ime
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A Maine law allows important mental heaiated data tobe J Communit
exchanged without patient written consent, giving patienisutpt
rights.

A Same law requiredHealthinfoNeHIE to exclude protected
information, including all diagnosis and procedure codes associa
with behavioral health services.

A This law limited the value of behavioral health providers to conne
with the exchange.

A In 2011, the Maine state government addressed this barrier by
amending state law, giving patients the choice to opt in to the
exchange so that the primary care physician could receive beha
health data throughiealthinfoNet

/) A Since therHealthinfoNehas been actively campaigning to encour:

@,

consumers to sign their consent forms if they choose do so.
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e , ! Three payers fund thé&/estern New York Beacon
UTHIT y VIOGE| Community HIEservices on behalf of the community
and charge back through premiums or rates. These
= payers make up 70% of the commercial market i
§’| fol g-j R_Q"g‘(yﬁ UL‘ Western New York. Patients and providers who are
’ not part of their networks benefit from Western New
York HIE services without paying for them, as are
other payers in the community. Western New York is
attempting to address
exploring options for other payers in the community
to also share the financial burden and by trying to
identify other sources of revenue such as using

current and expanded service offerings to sell within
and outside of the Western New York region.
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